!\'%f”/ ; g ' N

i

’ 5
online =

Y/
N

.F,B //'///,//’4 \,ﬂ ; / / |

WHEN YOU DON'T HAVE
A CISO

Building a Strong Security Program

Adam Kehler
Director, RSP Healthcare Services

Results. Guaranteed.
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CAN YOU RELATE?
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Results. Guaranteed.
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ADAM KEHLER

Director of RSP Healthcare Services
Online Business Systems

Results. Guaranteed.




About Online

business
systems

onlin

Founded in 1986
L—J Pprivately held for
35 years

Over 350 professionals
in Canada & USA

t We know that when great people, who
share a set of common values, work
together, they can accomplish great things.

North American Clients
Consulting worldwide "
- Chuck Loewen
President and Chief Executive Officer

Digital Transformation

Digital Business
Transformation

Customer
Experience

" Ihave forty-eight information

technology vendors and just one
partner, and that is Online. ”

- James Nick
Director, PMO

Digital Product

Assessment
Development

Services

Technical Security
Services

Service
Management

Advisory Services Managed Security

Services

CEO
consecutive Net Promoter Company Approval
1 5 years on 6 7 Score against 4 . 7 Rating 9 90/0 rating on
Best Workplaces an Industry on Glassdoor Glassdoor

average of 41




AGENDA

Trends
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TRENDS

Results. Guaranteed.
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SHARING of INFO

Explosion of
consumer Apps
that share
information

Results. Guaranteed.

TRENDS WE ARE SEEING

K—-8]
8 LA

THIRD-PARTIES PHISHING

Increasing Phishing attacks
reliance on third becoming
parties including increasingly
cloud platforms targeted and

sophisticated

RANSOMWARE

Ransomware
continues with
added threat of

the sale of
compromised
data

Dog

VENDOR MGMT

Security focus in
contracts and
vendor
management
programs



WHEN YOU DON'T
HAVE A vCISO
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BUSINESS RESOURCE

Compliance Based
Some Security Training
Off the side of the desk

Results. Guaranteed.

YOUR SECURITY OFFICER

does not have information security experience

YR m &
IT LEADER

Sounds Technical
Limited understanding of
business risk
Off the side of the desk
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RANSOMWARE

Results. Guaranteed.

BREACHES

THE BOARD IS
PAYING ATTENTION

Protecting the brand and

organizational reputation is critical

The organization needs the ability
to translate security risk into

business terms

10
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RISK
ASSESSMENT

YOU JUST HAD A
SECURITY

RISK ASSESSMENT OR
AUDIT

Now What?

Results. Guaranteed.

RISK MANAGEMENT PLAN

Determine "reasonable and
appropriate" security controls.
Put in terms the board will

understand.

PROCESSES & TECHNOLOGY

Strategically aligned to your Risk
Management Plan
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YOU HAVE
COMPLIANCE
REQUIREMENTS

FIPPA ISO 27001

CCPA
PHIA HIPAA
PIPEDA
PCI-DSS
HITRUST

SOC2 N

Results. Guaranteed.
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Results. Guaranteed.

YOU HAD A BREACH

It's not “if" but "when”

Breaches will happen and you need to be
prepared. How you respond is critical to
mitigating the effects. Coordination of
breach response requires working with

each part of the business.

It's not just a technical task.

13
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YOU FAILED AN
AUDIT

Whether it was a prospective client

assessing your security, a

certification, or a regulatory audit.

This requires expertise.
14



’ 9
online =

THE ROLE OF A
CISO

Security Program and Risk
Management

Information Security Vision
and Strategy

Security Program Dashboard and
C-Level Reporting

Organization apprised on security
trends, threats, and standards

Security Evaluation on new technologies
and corporate changes

Incident Response and Disaster
Recovery Planning and Testing

Trusted Advisor

On-demand security
expertise




WHAT A vCISO CAN
DO FOR YOU



TAKING A DIFFERENT
APPROACH: ‘

A STORY
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PHASE 1

Scope and

Baseline

Results. Guaranteed.

3 PHASES OF A vCISO ENGAGEMENT

>

o

PHASE 2

Assess, Document,
Organize

>

PHASE 3

Remediation and Program
Management

~__ >

18
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ITRM PROCESS

Enterprise Security Risk Management
(ITRM) is a cyclical, iterative approach to
managing IT security risk across an
enterprise using well-established risk-
management principles.

Likelihood of Threat Occurring Likelihood of Causing an Impact

A
[ : | [ |

Palest _»Initiates Spals _ Causes Produces
Agent Threat — Vulnerability Impact —_—
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RISK DESCISIONS

Risk Decisions are determined

by the Asset Owner —

not by IT or Cybersecurity

Results. Guaranteed.

RISK




4 Enterprise Security Risk
Management

100%

18 Compliance 5 Security Policy

17 Security Continuity 6 Corporate Security

16 Security Incident 7 Personnel Security

15 Supplier Relationship 8 Organizational Asset

14 System Security 9 Information Access

13 Network Security 10 Cryptography Policy
12 Operational Security 11 Physical Security
optimal
— A gET
— 1355

Domain
Security Policy

Corporate Security
Personnel Security
Organizational Asset
Information Access
Cryptography Policy
Physical Security
Operational Security
Network Security
System Security
Supplier Relationship
Security Incident
Security Continuity

Compliance

2zl International

Score

100%
55%
44%
46%
89%
100%
88%
90%
78%
62%
100%
100%
67%
90%

Iso Organization for

N> Z Standardization

online :: SECURITY CONTROLS ASSESSMENT
RESULTS

21



online ::: SECURITY CONTROLS ASSESSMENT
RESULTS

SECURITY CONTROLS & PROCESSES Overall XYZ Company (XYZ) has

0. Nonexistence i e good security posture with 47% of
i C13% Its security controls and processes

already in compliance.

However, with such a high number
of security controls that are Non-
existent or Initial; and another
33% that require improvement
(Managed & Defined), XYZ

: Company should consider
© Mmoo performing a more comprehensive
b security controls review and
= 3. Defined associated remediation activities.

4. Cuantitatively Managed 13%

5. Optimizing

4. Quantitatively
Managed
a7%

Security Controls &

22
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Remediation / Implementation ROADMAP

Status of information security controls
April 2020 Gaps, Remediation Status, Items| 150 27002 Compliance

Information securi : Status & Notes g Percentage Assessment Score
A5 :Information security policies

AS,1 direction for information security

2511 Folicies for information security ISO 27002 Remediation Dashboa rd
ABL2 Fieview of the policies for information seaurity

AB :Organization of information security [ T——

AB.1 Internal organization

A811 Informatian security roles and respansibilities

AELZ Segregation of duties Initial

A513 Ciontact with autharities Harnatsuenboon chocked ot

AB14 Contact with special interest group:

ABLS Information security in project managsmsnl Nonexistent Camglote lackof recaanizable palicr, 0% 11%

procedure, contral afc.

AB.2 Mobile devices and teleworking
A621 Mlobile device policy
Deuslopment har barely started and uill
AB22 Telewarking Initial requirerignifizant unrk ko Fulfill the 11% 18%

roquiremantr

A7 :Human resource security

HAL ISO April
2020

? Unknown

B Nonexdstent
W Initial

W Repeatable

A7.L Prior to.
Fragrerrinanizely but natret complote 0% 5% )
A2 Terms and conditions of employment Managed
Douelapment ir mare ar lors complote L
AT2 During alkhaugh debailir lazking andforitir nox 37% 7% B Optimized
a1 M . i retimplemented, enfarced and ackivaly M licabl
. lanagement responsibilities ruppartodby bap manaqement otapplicable
ATz Infermation sscurity awarencss, cducation and training

PR, - Do velapmont ir samploke, the
i=ciplinary pracess prazesrizantralhar beon implementad 33% 47%
andrecontly starkod operating

A73 Termination and change of
L p—— o Tha veqaiement i Fally avieFed i
wperating Fully ar expested, irbeing
A8 :Asset management Optimized activoly monitorsd and impraved, and 11% gug
thersirrubreantial suidenze toprove all

AB.1 ity for assets khat ko the auditars
L-:AR) Inuentory of assets Initizl ALL requirementrin the main bady of

o IS0AIEC ZT001 are mandakary IF vaur
AB1Z Ownership of assets Nonexistent ISMSir ko bo certificd. Okhoruire, 0% 2%

managemnent can ianare them.
£813 Aoceptable use of assets
asl4 Fost Emploiyment i Fetum of assets
Introduction ISMS Requirements ISO Security Controls | Dashboard Outstanding Remediation items 1

TR
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ONE COLUMN REVIEW

IN CONCLUSION

Avoid the pitfalls of assigning information security responsibilities to someone without
experience in this area.

Hire a CISO that can bridge the gap between the technology and the business
3. AVCISO can be a cost-effective way to achieve these goals

Results. Guaranteed. 24
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OUR BOOTH

Learn more about vCISO
Chat with a vCISO
Access resources

Results. Guaranteed.

BENEFITS OF A vCISO

PHASE 2:

Assess, Document
SECURITY — rganize
EVALUATION

ON NEW
TECHNOLOGIES TT\%?:‘E(?R
& CORPORATE
CHANGES

BENEFITS INFERATon
SECURITY EXPERTISE ora VCISO Seon &

Our virtual CISO offering
delivers expertise while
keeping an eye on the overall
vision & security program

SECURITY PROGRAM
& RISK MANAGEMENT

ORGANIZATION APPRISED

ON SECURITY TRENDS,  *

THREATS, AND STANDARDS BoD CYBER RISK
REPORTING

GOVERNAN&

PHASE 1: '

Scope & Baseline

Remediation &
Program Management

obsglobal.com Onlll"le

Online Bus Wl
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THANK YOU

Enjoy the rest of your dau.

Results. Guaranteed. 26



