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When You Don’t Have a CISO…

What a vCISO can do for you

Q &A

AGENDA









Compliance Based

Some Security Training

Off the side of the desk

Sounds Technical 

Limited understanding of 

business risk

Off the side of the desk





Determine "reasonable and 

appropriate" security controls.

Put in terms the board will 

understand.

Strategically aligned to your Risk 

Management Plan



FIPPA

PHIA

PIPEDA

PCI-DSS

HITRUST

SOC2

ISO 27001

CCPA

HIPAA



Breaches will happen and you need to be 

prepared. How you respond is critical to 

mitigating the effects. Coordination of 

breach response requires working with 

each part of the business. 

It’s not just a technical task. 



Whether it was a prospective client 

assessing your security, a 

certification, or a regulatory audit.

This requires expertise.



07 Trusted Advisor

08 On-demand security 

expertise
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Security Program and Risk 

Management

Information Security Vision 

and Strategy

Security Program Dashboard and 

C-Level Reporting

Organization apprised on security 

trends, threats, and standards

Security Evaluation on new technologies 

and corporate changes

Incident Response and Disaster 

Recovery Planning and Testing







Scope and

Baseline

Remediation and Program 

Management

Assess, Document, 

Organize



Enterprise Security Risk Management 

(ITRM) is a cyclical, iterative approach to 

managing IT security risk across an 

enterprise using well-established risk-

management principles.

Risk
ProducesThreat

Agent 
Threat

Initiates

Likelihood of Threat Occurring

Exploits
Vulnerability Impact

Causes

Likelihood of Causing an Impact



Risk Decisions are determined 

by the Asset Owner –

not by IT or Cybersecurity

RISK



# Domain Score

5 Security Policy  100%
6 Corporate Security  55%
7 Personnel Security  44%
8 Organizational Asset  46%
9 Information Access  89%
10 Cryptography Policy  100%
11 Physical Security  88%
12 Operational Security  90%
13 Network Security  78%
14 System Security  62%
15 Supplier Relationship  100%
16 Security Incident  100%
17 Security Continuity  67%
18 Compliance  90%



Overall XYZ Company (XYZ) has 
good security posture with 47% of 
its security controls and processes 
already in compliance. 

However, with such a high number 
of security controls that are Non-
existent or Initial; and another 
33% that require improvement 
(Managed & Defined), XYZ 
Company should consider 
performing a more comprehensive 
security controls review and 
associated remediation activities.





1. Avoid the pitfalls of assigning information security responsibilities to someone without 

experience in this area. 

2. Hire a CISO that can bridge the gap between the technology and the business

3. A vCISO can be a cost-effective way to achieve these goals






